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Chapter 1   Configuring Port Backup  

This chapter discusses how to back u p the interface , describes the backup functions 
on the asynchronism serial interface, synchronism serial interface or ISDN interface.  

For d etails a bout interfa ce ba ckup co mmands, ref er to Interface Backup Command 
Reference.    

1.1  Overview 

Interface backup fun ctions can ena bled Backu p interface or di sabled it acco rding to  
statement or flux information of Primary interface .If primary interface is down because 
of lines an d etc., backup interface will enabled auto  and dat a ca n  send o r receive  
through it instead of pri mary interfa ce. It can add reliability from sou rce router to  
destination. If flux of primary interface is crowded, it can activate backup interface also, 
share the data transportations to speed up data transportations. If primary interface is 
between “down” an d “u p” or flux of pri mary inte rface and backup interfa ce are b oth 
small, backup interface can be activated but not transporting data. This can sav e cost 
of lines .The listing interfaces can be primary interface:  

 asynchronism serial port  

 ISDN    

 synchronism serial port  

Except above types, backup interfaces include Dialer logic interface also.  

1.2  Backup Interface Configratoin Task List 

If you want to configure interface backup in above interfaces ,you should do as follows 
in interface configure mode.  

 Enabling backup and choosing the backup interface  

You can al so do these t asks. These tasks a re optional, can provide many u ses and 
enforce interface backup functions.   

 Enabling interface backup rejection  

 Enabling flux equalization backup 
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1.3  Backup Interface Configratoin Task 

1.3.1   Enabling Backup and Choosing the Backup Interface 

To realize int erface backu p function s, you should configu re backup interfa ce of this 
interface first. You can use instructions as follows in interface configuration mode.  

Command  Purpose  

backup interface slot/port  choose backup interface of this interface. 

1.3.2   Enabling Backup Interface Rejection  

Set delaying of enabled and disabled backup interface .To realize time gap b etween 
primary interface state changing and the result of state of backup interface changing. 

1. choose backup interface  

2. enabled interface backup delaying in this interface .  

choose backup interface, You can use instructions as follows in interface configuration 
mode.  

Command  Purpose  

Backup interface slot/port  Choose backup interface of this port. 

Enabled interface b ackup delaying , Y ou can use instructions as follows in in terface 
configuration mode. 

Command  Purpose  

backup delay {enable-delay | never } 
{disable-delay | never }  

Difine back up interface  activation  and 
deactivation delaying.  

1.3.3   Enabling Flux Equlization Backup 

Flux equlization backup function  will work if real flux of  primary interface p ass the 
percentage limit, backup interface will be activated to work state. If real flux of primary  
interface a nd backu p interface i s le ss t han p ercentage limit to primary ba nd width ,  
backup interface will be activated to backup state.  

Enabled flux equalization backup, you should execute tasks as follows:  

 Choosing the backup interface  

 Enabling flux equalization of this interface  

1. Choosing backup interface.  

You can use instructions as follows in interface configuration mode.  

Command  Purpose  
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Backup interface slot/port  Choose backup interface of this interface  

2. Enabling flux equalization of this interface. 

You can use instructions as follows in interface configuration mode. 

Command  Purpose  

Backup load 
[enable-threshold|never][disable-threshold|
never] 

Configure interface backup flu x to activate or 
deactivate backup interface limit.  

1.4  Examples of Port Backup Configuration 

Enable the backup interface on serial interface 1/0,and choose serial inte rface 1/1 as 
his backup interface. The time of backup interface activation and deactivation is both 5 
seconds. Flux equalization setting is when true flux of primary interfa ce pass 60% of 
band width , activate backup interface, while flux through both interfaces is l ess than 
30% of band width of primary interface, activate backup interface.    

configure routers  
interface s1/0  
backup interface int s1/1  
backup delay 5 5  
backup load 70 30  

   

It is enabled when the primary interface is “down”, while the dialing backup interface is 
always connected.  

If the backup interface is a normal dialing interface, when the primary interface is down 
and the backup interface does not need to send data, the backup interface will not dial 
initiative, onl y dial when  sending data .Af ter ena bled thi s ,re gardless of tra nsporting 
data, when primary interface is  “down”, backup interface will dial at once to connect.(if 
you take slow dial interface as backup interface ,it is fit).  

Enabled flux equlization backup, you must execute tasks as follows:  

 Choose backup interface  

 Enabled backup interface dial at once when primary interface is “down”.  

1. Choose backup interfa ce. Y ou can use instructions as follows in interface 
configuration mode.  

Command  Purpose  

backup interface slot/port  Choose backup interface of this interface . 

2. Enabled backup interface dial at once when primary interface is “down”.  

You can use instructions as follows in interface configuration mode.    

Command  Purpose  

backup always  When prim ary interface is  dow n, backup 
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Interface is always connected.  

For an example(a0/0 as a dial interface)  

configure router  
interface s1/0  
backup interface a0/0  
backup always  
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Chapter 2   Configuring HSRP Protocol 

2.1  Overview  

HSRP is a standard method of providing high network availability by providing first-hop 
redundancy for IP  hos ts on an IEEE 8 02 LAN configured with a default gateway IP  
address. HSRP routes IP traffic without relying on the availability of any single router. It 
enables a se t of router in terfaces to wo rk together to prese nt the appea rance of a  
single virtual  router or d efault gateway  to the host s on a LAN. When HSRP is 
configured on a network or segment, it provides a virtual Media Access Control (MAC) 
address and an IP address that is shared among a group of configured routers. HSRP 
allows two or more HSRP-configured routers to use the MAC address and IP network 
address of a virtual router.The virtual router does not exist; it represe nts the common 
target for ro uters that a re config ured to  provid e ba ckup to ea ch other . On e of the 
routers is selected to be t he active router and another to be the st andby router, which 
assumes con trol of the group MAC ad dress and IP  addre ss sho uld the desig nated 
active router fail. 

HSRP detects when the d esignated active router fails, and a sele cted standby router 
assumes control of the Ho t Standby group’s MAC and IP addresses. A new standby 
router is also selected at that time.Dev ices running HSRP send and receive multicast 
UDP-based hello packets to detect rout er failure an d to desig nate active and standby 
routers. When HSRP is configured on an interface, Internet Control Message Protocol 
(ICMP) redirect messages are disabled by default for the interface. 

HSRP can be configured in Ethernet/Fast Ethernet/VLAN network without supporting 
token ring，token bus, FDDI and ATM LAN network. 

2.2  HSRP Protocol Configuration Tast List 

 Enabling HSRP Protocol 

 Configuring HSRP Group Property 

2.3  HSRP Protocol Configuration Tast 

2.3.1   Enabling HSRP Protocol 

To enabl e h srp p rotocol in  interfa ce ，you sh ould configure the below comm and i n 
interface configure model : 

Command  Purpose  

standby [group-number] ip [ip-address 
[secondary]] 

Enable hsrp protocol . 
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2.3.2   Configuring HSRP Group Property 

To configure HSRP group property ，you should configure one or more command list 
below in interface configure model:  

Command  Purpose  

standby [group-number] timers hellotime 
holdtime 

Configure HSRP timer parameter. 

standby [group-number] mac-address 
mac-address 

Configure HSRP group virtual mac address. 

standby [group-number] priority priority  Configure hsr p priority  level.(T o vote in 
active/standby router) 

standby [group-number] preempt [delay 
delay] 

Configure hsrp preempt. If local router's priority 
is lar ger than a ctive router , loc al router sho uld 
try to replace the active router. 

Configure hsrp preempt del ay timer.Local router 
should replace active router af ter preempt delay 
timer. 

standby [group-number] track type number 
[interface-priority] 

Configure hsrp group tracking interface list.If the 
tracking interface is fail ed ,HS RP priority  value 
decreased. 

standby [group-number] authentication 
string 

Configure the HSRP group authentication string 
to authenticate hsrp packet validation. 

 

2.4  Example of Hot Standby Configuration 

The following is a typical HSRP configuration example. The h ost in network segme nt 
171.16.6.0/24 access server 1 and server 2 thro ugh R1/R2/R3. R1 a nd R2 b ackups 
each other in network segment 172.16.2.0/24. Both R1 and R2 realize the load-share 
function.  

 

Figure 2-1 HSRP configuration 

The following is R1 configuration: 

First configure two HSRP groups on port Ethernet0, of which the virtual IP of group 1 is 
171.16.6.100. The value of the default privilege level is 100, while the value of the  
privilege of group1 o n R2 is 95. The refore, R1 is the active router of group1. If the s0  
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protocol is d own, the privilege of grou p 1 decre ases to 90 by 1 0. In  this case, the 
privilege of group1 on R2 is higher than that of group1 on R1. Because group1 on R2 
has th e o ccupation mechanism, gro up 1 on R2 th en auto matically swit ches to the 
active state and group1 of R1 switches to the standby state. 

The virtual IP of group2 is 171.16.6.200 and the privilege of group 2 is 95. Because the 
default value of the privilege of group 2 on R2 is 100, group 2 of R2 is then the standby 
router. 

R1 HSRP Configuration 

Interface Ethernet0 
ip address 171.16.6.5 255.255.255.0 
standby 1 preempt  
standby 1 ip 171.16.6.100 255.255.255.0 
standby 1 trackl Serial0 
standby 2 preempt  
standby 2 ip 171.16.6.200 255.255.255.0 
standby 2 track Serial0 
standby 2 priority 95 

The following is the R2 configuration: 

Configure two HS RP gro ups on i nterface Eth ernet 0. The virtu al IP  of gro up 1 is 
171.16.6.100 and the privilege of group1 is 100, so R2 is the standby router of group1. 

The virtual IP  of group 2  is 171.16.6. 200 and the default privile ge of gro up2 is 100 . 
Because the privilege of group2 on R2 is 95, R2 is then the active router of group2. 

R2 HSRP Configuration 

Interface Ethernet0 
ip address 171.16.6.6 255.255.255.0 
standby 1 preempt  
standby 1 ip 171.16.6.100 255.255.255.0  
standby 1 trackl Serial0 
standby 1 priority 95 
standby 2 preempt  
standby 2 ip 171.16.6.200 255.255.255.0  
standby 2 track Serial0 

Then set the gateways of the host in ne twork segment 172.16.6.0/24 to 172.16 .6.100 
and 172.16.6.200 respectively. In this case, the load balance then functions. 
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Chapter 3   VRRP Configuration  

3.1  VRRP Overview 

The Virtual Router Redu ndant Protocol (VRRP) can  take several routers as a  router 
backup group, providing netwo rk users a virtual -gateway router. It is useful to use rs 
when the ro uter dete ction proto col i s not  supp orted. This i s becau se it cannot  
automatically switch to a new NMS ro uter wh en the sele cted router is rein stalled or 
breaks down. 

VRRP provides a virtu al MAC address and a vi rtual IP which i s shared by a group of 
VRRP-running routers. VRRP will select a router from this r outer group to serv er as a 
main route r. The main ro uter re ceives and forwa rds the p ackets who se de stination 
address i s th e virtual MA C ad dress of  the ba ckup group. Wh en VRRP  d etects th e 
invalidity of the main rout er, the VRRP routers will select one as a new main router to 
obtain the MAC and the IP of the backup group. 

The VRRP-runnin g main router tran smits the Advertise p ackets based on th e Sock 
Raw multicast, while the standby routers rece ive these packets. The st andby routers 
can serve as the main router throu gh their T imer o ut mechani sm and the Preem pt 
mechanism. You can configure multiple hot standby groups on an interface to fully use 
the router. 

Currently VRRP supports Ethernet/Fast Ethernet/VLAN protocols, but it does  not
support the token ring and the token bus. 

VRRP is designated by IETF VRRP working group which is defined in RFC2338. 

3.1.1   VRRP Application 

Line backup 

You can back up a link through VRRP. 
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For example, if a node in a company or in a bank wants to connect the outside network 
through the VRRP group, another router will automatically take over the jobs when one 
router invalidates. 

Figure 3-1 VRRP application 

3.1.2   VRRP Terms 

VRRP Virtual Router Redundancy Protocol 

VIP Virtual IP 

VMAC Virtual MAC address 

VRRP Router A router which runs VRRP 

Virtual Router a VRRP group which is view ed by other p arts in the netw ork as a virtual 
router 

IP Address Owner A VRRP router that sets a real IP of an interface to VRRP VIP 

Virtual Router 
Master  

Active router that forwards the data in the current VRRP group 

Primary IP Address An IP address selected from the addresses of an interface acc ording to a 
certain regulation, which is normally the first IP address 

Virtual Router 
Backup 

A st andby router which will b e selected to serve as a dat a-forwarding 
router when the master router invalidates 

3.2  VRRP Configuration Task List 

 Enablin g VRRP 

 Configuring the time for VRRP 

 Configuring the VRRP learning mode 

 Configuring the description string for VRRP 

 Configuring the privilege for VRRP hot backup 
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 Configuring the preemption mode  

 Configuring the privilege for tracking other interfaces 

 Configuring the authentication string 

 Monitoring and maintaining VRRP 

3.3  VRRP Configuration Tasks 

3.3.1   Enabling VRRP 

Command Purpose 

[no] vrrp group-number ip [ip-address 
netmask [secondary]] 

Enables or disables VRRP. 

3.3.2   Configuring the Time of VRRP 

Command Purpose 

[no] vrrp group-number timers advertise 
<1-255>|<dsec <5-360>> 

Sets the time of VRRP  w hose unit is 
second or 0.1 second. 

3.3.3   Setting the VRRP Learning Mode 

Command Purpose 

[no] vrrp group-number timers learn Sets the VRRP learning mode. 

3.3.4   Configuring the Description String of VRRP 

Command Purpose 

[no] vrrp group-number description 
TEXT 

Configures the  descript ion s tring for 
VRRP. 

3.3.5   Configuring the Privilege for VRRP Hot Backup 

Command Purpose 

[no] vrrp group-number priority <1-255> Sets the hot standby privilege level in the 
VRRP router for se lecting the primary 
router and the standby router. 

3.3.6   Configuring the Preemption Mode 

Command Purpose 

[no] vrrp group-number preempt [delay 
<1-254>] 

Sets the preemption mode. 
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3.3.7   Configuring the Privilege for Tracking Other Ports 

Command Purpose 

[no] vrrp group-number track type 
number [interface-priority] 

Configures the  privileg e for tracking  
other ports, enabling the V RRP privilege 
to vary  with the st ate chan ge of the  
tracked port. When the tracked port 
invalidates, the VRRP  privilege  
decreases; when the tracked port 
resumes ef fective, the VRRP  privileg e 
increases. 

3.3.8   Configuring the Authentication String 

Command Purpose 

[no] vrrp group-number authentication 
string 

Selects an authentication string, which is 
used to authent icate other rout ers in the 
same group when the backu p protocol 
packet exchanges. 

3.3.9   Monitoring and Maintaining VRRP 

Command Purpose 

show vrrp [interface interface-number] 
brief | detail 

Displays the ru nning state of the current 
VRRP. 

debug vrrp [interface interface-number 
group-number] all | packets | events | 
errors 

Debugs three kinds of VRRP events. 

3.4  VRRP Configuration Example 

In the following netwo rk topolo gy, two subnet s in a same net work u se their own  
gateways (gateway A and gateway B) respectively to access the Internet, but gateway 
A and gateway B are standby ones each other. When one gateway (one router) breaks 
down, the other will work for the two subnets. 

 Group 3 
vip:  100.1.1.30  
vmac: 00:00:5e:00:01:03 

e1/1.1

e1/1.1 

e2/1

e2/1

A 

B 

Host Tom 

Host John 

e1/1.2

e1/1.2 

Group 6 
vip:  200.1.1.30  
vmac: 00:00:5e:00:01:06 

F0/23 

F0/22 
F0/20 

F0/21 
vrrp 

 

Figure 3-2  Simple VRRP application topology 

The configuration is shown as follows: 
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Router A: 

----------------------------------- 
interface Ethernet1/1.1 
encapsulation dot1Q 2 
ip address 100.1.1.5 255.255.255.0 
vrrp 3 associate 100.1.1.30 255.255.255.0 
  vrrp 3 priority 120 
  vrrp 3 description line1-master 
  vrrp 3 authentication line1pwd 
vrrp 3 preempt 
  vrrp 3 timers advertise dsec 15 
----------------------------------- 
interface Ethernet1/1.2 
encapsulation dot1Q 3 
ip address 200.1.1.5 255.255.255.0 
vrrp 6 associate 200.1.1.30 255.255.255.0 
  vrrp 6 priority 110 
  vrrp 6 description line2-backup 
  vrrp 6 authentication line2pwd 
vrrp 6 preempt 
  vrrp 6 timers advertise dsec 15 
---------------------------------- 
 
RouterB: 
----------------------------------- 
interface Ethernet1/1.2 
encapsulation dot1Q 2 
ip address 100.1.1.6 255.255.255.0 
vrrp 3 associate 100.1.1.30 255.255.255.0 
  vrrp 3 priority 110 
  vrrp 3 description line1-backup 
  vrrp 3 authentication line1pwd 
vrrp 3 preempt 
  vrrp 3 timers advertise dsec 15 
---------------------------------- 
interface Ethernet1/1.2 
encapsulation dot1Q 3 
ip address 200.1.1.6 255.255.255.0 
vrrp 6 associate 200.1.1.30 255.255.255.0 
  vrrp 6 priority 120 
  vrrp 6 description line2-master 
  vrrp 6 authentication line2pwd 
vrrp 6 preempt 
  vrrp 6 timers advertise dsec 15 
---------------------------------- 
SwitchA 
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---------------------------------- 
interface FastEthernet0/20 
 switchport trunk vlan-allowed (2,3) 
! 
interface FastEthernet0/21 
 switchport trunk vlan-allowed (2,3) 
! 
interface FastEthernet0/22 
 switchport pvid 2 
! 
interface FastEthernet0/23 
 switchport pvid 3 
! 
interface VLAN2 
 ip addr 100.1.1.8 255.255.255.0 
 no ip directed-broadcast 
! 
interface VLAN3 
 ip addr 200.1.1.8 255.255.255.0 
 no ip directed-broadcast 
---------------------------------- 
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